Corporate
Exposure:
Organizational
Theft (Part 1)

Harry P Mirijanian

R ecent articles have reported that
American businesses are losing any-
where from $40 billion to $100 billion
each vear to theft of materials, products,
or meney by emplovees. Even the con-
servative figure is5 sraggering—but why is
there such a large variance? The answer
is simple if unnerving: Many companies
have not vet uncovered their losses,
which are unwittingly absorbed into gen-
eral operating overhead expenses. Worse
ver, some companies that are aware of
their losses choose not to report them
because they fear the negative publicity
thar would surround such an admission.

Perhaps the more important question
is where the losses are coming from. The
plain truth is that every type of organiza-
tion is susceptible to loss from employees
at all levels.

Deficient protection
Unfortunately, over the past 20 vears we
have seen numerous examples of defi-
ciencies in organizations that give rise to
these types of losses. What we plan to do
in the next three columns is outline
some of the controls companies can put
in place to reduce this exposure, discuss
detzils regarding some of the losses we
have noted, and highlight the insurance
coverages available 1o help transfer a por-
tion of the risk.

As long-time readers of this column
know, we always advise our clients to
operate their business under the pre-
sumption that they have no insurance. 1

often ask them what they would do dif-
ferently if in fact thev reallv did have no
coverage. Let us begin our discussion
here devoid of any insurance implica-
tions.

Establishing controls

Establishing organizational controls is
the first vital step in addressing this par-
ticular exposure. If emplovees believe
that their criminal activity could be
uncovered, naturally they will be less
inclined ro steal, The absence of anv sort
of internal controls, or failure to enforce
any existing procedures, ieaves the com-
pany completely unprotected and at the
mercy of unscrupulous workers. You
should begin with what I consider the
simplest and easiest controls to imple-
ment: those that include physical barri-
ers. Safes and vaulis are a good means of
protecting cash and vital records. We
have encountered companies that have
such units but then make misiakes. For
example, often the combinations are
known by far more people than is neces-
sary; the resuit is easy access for poten-
tial thieves. Or the combinations are
never changed—another mistake,
Combinations should be changed at least
every few months—and immediarely
after someone who has the combination
has been terminated.

Padlocks are other useful tools that
tend to be misused. Many companies
have security gates and window bars that
are secured by padiocks. But they leave
the locks open during the day, just hang-
ing on their hooks. Criminals have been
known to switch a padlock with a similar
one of their own. Thus, when you secure
the lock at night, vou are securing the
thief’s lock. The thief returns later that
night, opens the jock, steals your inven-
tory, and replaces your lock upon leav-
ing. When you return the next morning,
there is no sign of any trouble. This sort

of theft can go undetected for a long
time.

Door locks can be compromised
quiet easily, especially since it is often
easy for employees to accumulate kevs o
evervihing from the executive washroom
10 the cashier’s office. Controlling distri-
bution of keys is one siep, as is periodi-
cally changing the locks.

Many erganizations rely on security
alarms to protect their inventory. We
have seen two significant problems with
this type of protection. First, the installa-
tions are often faulty. I believe that there
are only two states that require alarm
instalters to be bonded and certified. We
have heard of cases in which criminals
were able to bypass a security alarm
because they knew the syvstem’s Achilles
heel.

The second prablem is that ofien the
wrong equipment is installed. We recall
one warehouse in which motion derec-
rors were installed. Unfortunately, the
inventory was stacked high enough that
it blocked the mortion detectors’ ability
1o “see” movement below a certain level,
We have also seen residential alarms
used in commercial properties. Clearly,
lacking the right equipment and installa-
ticn means a system that will provide
extremely poor protection. (Remember,
if vour state requires some sort of certifi-
caton, be sure 10 check that your
installer has the proper credentials.}

Harry B Mirijanian is president of
Applied Risk, an independent risk ser-
vices management firm established to
assist the business community in reduc-
ing exposure to loss and insurance
costs. He is a frequent speaker at AMA
Seminars.
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